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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on June 20 and 
October 7, 2005. Claim 13 has been amended. Claims 24-45 are cancelled. Claims 1- 
23 are pending. 

Response to Arguments 

2. Applicant's arguments, see Remarks Pages 11-17, filed June 20, 2005, with 
respect to the rejection(s) of claim(s) 1-23 under 35 U.S.C 102 and 103 have been fully 
considered and are persuasive. Therefore, the rejection has been withdrawn. 
However, upon further consideration, a new ground(s) of rejection is made in view of 
Hronik United States Publication Number 2003/0167374. 

Claim Rejections • 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which fornns the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not Identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1, 5-9, 11-13, 17-21 and 23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Matthews, Jr. (hereinafter Matthews) United States Letter Patent 
Number 6,549,622 in view of Hronik United States Publication Number 2003/0167374. 
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As per claim 1 : 

Matthews teaches a cryptography accelerator for generating a stream cipher, the 
cryptography accelerator comprising: 

a key stream generation core for performing key stream generation operations; 
(Col. 2, lines 51-53; Col. 3, lines 1-3; Col. 7, lines 1-2) 

a memory associated with the key stream generation core, the memory including 
a plurality of input ports configured to obtain write data associated with a stream cipher 
and a plurality of output ports configured to provide read data associated with the 
stream cipher, wherein the key stream generation core and the memory are operable 
for performing a plurality of read data operations associated with generating the stream 
cipher in a single cycle. (Col. 2, lines 56-62; Col. 3, lines 4-6; Col. 4. lines 27-29; Col. 7, 
lines 2-7) 

Matthews does not explicitly disclose a memory for performing a plurality of write 
data operations in a single cycle. 

Hronik in analogous art, however, discloses a memory for performing a plurality 
of write data operations in a single cycle. (Page 1, paragraph 14) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Matthews to 
include a memory for performing a plurality of write data operations in a single cycle. 
This modification would have been obvious because a person having ordinary skill in 
the art would have been motivated to do so in order to provide a fast hardware 
implementation of encryption and decryption circuit by reducing the number of cycles 
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needed to perform encryption/decryption which in turn greatly increases efficiency and 
reduces cost. (Col. 2, lines 58-64; Matthews) 
As per claims 5 and 17: 

The combination of Matthews and Hronik teach all the subject matter as 
discussed above. In addition, Matthews further discloses a cryptographic accelerator 
wherein the stream cipher is associated with three variables. (Col. 11, lines 38-39 and 
lines 59-61) 

As per claims 6 and 18: 

The combination of Matthews and Hronik teach all the subject matter as 
discussed above. In addition, Matthews further discloses a cryptographic accelerator 
wherein a read operation and a write operation are performed using a first variable and 
the memory in a first cycle. (Col. 12, lines 22-25) 
As per claims 7 and 19: 

The combination of Matthews and Hronik teach all the subject matter as 
discussed above. In addition, Matthews further discloses a cryptographic accelerator 
and a memory wherein a read operation and a write operation are performed using a 
second variable and the memory in a second cycle. (Col. 12, lines 26-27 and lines 38- 
42) 

As per claims 8 and 20: 

The combination of Matthews and Hronik teach all the subject matter as 
discussed above. In addition, Matthews further discloses a cryptographic accelerator 
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and a memory wherein a read operation and a write operation are performed using a 
tfiird variable and tfie memory in a third cycle. (Col. 12. lines 43-57) 
As per claim 9 and 21: 

The combination of Matthews and Hronik teach all the subject matter as 
discussed above. In addition, Matthews further discloses a cryptographic accelerator 
and a memory wherein the stream cipher is ARC4. (Col. 2, lines 2-4; CoL 7, lines 7-8; 
ARC4 is interpreted as RC4, the interpretation is given based on tlie description given 
of ttie disclosure) 
As per claims 11 and 23: 

The combination of Matthews and Hronik teach all the subject matter as 
discussed above. In addition, Matthews further discloses a cryptographic accelerator 
and a memory comprising a plurality of byte flops. (Figure 8A, items 808, 810, 812) 
As per claim 12: 

The combination of Matthews and Hronik teach all the subject matter as 
discussed above. In addition. Matthews further disclose a cryptographic accelerator 
wherein the key stream generation core is operable to perform key shuffle operations 
and key stream generation operations. (Col. 2, lines 51-53; Col. 3, lines 1-3; Col. 7, 
lines 1-2; Col. 11, lines 54-57; Col. 12, lines 43-58) 
As per claim 13: 

Matthews teaches a memory associated with a cryptography engine for 
generating a stream cipher, the memory comprising: 
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a plurality of input ports configured to obtain write data associated with 
generating a stream cipher; (Figure 6; Col. 2, lines 56-62; Col. 3, lines 4-6; Col. 4, lines 
27-29; Col, 7. lines 2-7) 

a plurality of output ports configured to provide read data associated with the 
stream cipher, wherein a plurality of read data operations associated with generating 
the stream cipher are performed in a single cycle. (Figure 6; Col. 2, lines 56-62; Col. 3, 
lines 4-6; Col. 4, lines 27-29; Col. 7, lines 2-7) 

Matthews does not explicitly disclose a memory for performing a plurality of write 
data operations in a single cycle. 

Hronik in analogous art, however, discloses a memory for performing a plurality 
of write data operations in a single cycle. (Page 1, paragraph 14) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Matthews to 
include a memory for performing a plurality of write data operations in a single cycle. 
This modification would have been obvious because a person having ordinary skill in 
the art would have been motivated to do so in order to provide a fast hardware 
implementation of encryption and decryption circuit by reducing the number of cycles 
needed to perfomn encryption/decryption which in turn greatly increases efficiency and 
reduces cost. (Col. 2, lines 58-64; Matthews) 

5. Claims 2-3 and 14-15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Matthews, Jr. United States Letter Patent Number 6,549,622 622 in view of Hronik 
United States Publication Number 2003/0167374 and further in view of Kundarewich et 
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al. (hereinafter Kundarewich) Title "A CPLD-based RC4 cracking system" (Pages 397- 
402). 

As per claims 2 and 14: 

The combination of Matthews and Hronik teach all the subject matter as 
discussed above. Both references do not explicitly disclose a cryptography accelerator 
wherein generation of the stream cipher is pipelined using coherency checking. 

Kundarewich in analogous art however, disclose generation of the stream cipher 
that is pipelined using coherency checking. (Page 398, col. 2, paragraph 2 ; ...the order 
of the two writes is done to preserve the coherence of data...) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Matthews and 
Hronik to include generation of the stream cipher that is pipelined using coherency 
checking. This modification would have been obvious because a person having ordinary 
skill in the art would have been motivated to do so, as suggested by. Kundarewich 
(Page 398, paragraph 2) in order to perfomi read and write at the same clock cycle. 
As per claims 3 and 15: 

The combination of Matthews and Hronik teach all the subject matter as 
discussed above. Both references do not explicitly disclose a cryptography accelerator 
wherein the coherency checking comprises determining whether a write address is the 
same as a read address in a single cycle. 

Kundarewich in analogous art however, disclose a coherency checking 
comprising determining whether a write address is the same as a read address in a 
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single cycle. (Page 398, col. 2, paragraphs 2 and 3; ...CPLD supports only a single read 
or write access... an extra clock cycle is not necessary....) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Matthews and 
Hronik to Include a coherency checking comprising determining whether a write address 
is the same as a read address in a single cycle. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to 
do so, as suggested by, Kundarewich (Page 398, paragraph 2) in order to perform read 
and write at the same clock cycle. 

6. Claims 4 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Matthews, Jr. United States Letter Patent Number 6,549,622 622 in view of Hronik 
United States Publication Number 2003/0167374 and in view of Kundarewich et al. 
(hereinafter Kundarewich) Title "A CPLD-based RC4 cracking system" (Pages 397-402) 
further in view of Correale, Jr. (hereinafter Correale) United States Letter Patent 
Number 4,998.221. 
As per claims 4 and 16: 

The combination of Matthews, Hronik and Kundarewich teach all the subject 
matter as discussed above. Neither of the references, however, explicitly disclose a 
cryptography accelerator wherein a read operation bypasses the memory when the 
write address is the same as the read address. 
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Correale in analogous art, however, disclose a read operation that bypasses the 
mennory when the write address is the same as the read address. (Col. 3, lines 8-28; 
Col. 4, lines 7-9) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Matthews, Hronik 
and Kunarewich to include a read operation that bypasses the memory when the write 
address is the same as the read address. This modification would have been obvious 
because a person having ordinary skill in the art would have been motivated to do so, 
as suggested by, Correale (Abstract) in order shorten the time required to perform a 
write and read operation. 

7. Claims 10 and 22 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Matthews, Jr. United States Letter Patent Number 6,549,622 in view of Hronik 
United States Publication Number 2003/0167374 and further in view of Schneier 
"Applied Cryptography" (Page 397-398) 
As per claims 10 and 22: 

The combination of Matthews and Hronik teach all the subject matter as 
discussed above. Both references do not explicitly disclose a cryptography accelerator 
wherein the memory is initialized in a single cycle. 

Schneier in analogous art however, disclose a cryptographic accelerator wherein 
the memory is initialized in a single cycle. (Page 397, line 23; ...initializing the S-box 
and fill it linearly) 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Matthews to 
include a cryptographic accelerator wherein the memory is initialized in a single cycle. 
This modification would have been obvious because a person having ordinary skill in 
the art would have been motivated to do so, as suggested by, Schneier (Page 397) in 
order to provide a faster encryption. 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Shewaye Gelagay 
12/19/05 





Matthew SMITHERS 

^qiMARY EXAMINER 



